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TYPE 2 WORK ORDER #CY7-001

This Amendment #10 to Type 2 Work Order #CY7-001 ("Amendment #10") amends Type 2 Work Order
#CY7-001, with an original Effective Date of December 24, 2019, by replacing, amending and restating in
its entirety Type 2 Work Order #CY7-001 with the following amended and restated IT Services Type 2 Work
Order #CY7-001 for the purposes of extending the period of performance from June 30, 2026, to June 30,
2027, and increasing authorized funding for such Services by $1,110,120, from $4,319,501 to $5,429,621.

This Type 2 Work Order #CY7-001 (“Work Order”) is an attachment and addition to the IT Services
Agreement dated as of the Effective Date (hereinafter “Agreement”) entered into by and between County
of Orange (“County”) and Science Applications International Corporation (“Vendor”) and is incorporated
into the Agreement by reference hereof. In the event of conflicting terms between the Agreement and
this Other Services Work Order, the terms of the Agreement shall prevail and nothing in this Other Services
Work Order shall modify or amend any provisions of the Agreement (including all components such as
Statements of Work, Service Level Requirements, Schedules, etc.) unless such modifications or
amendments and the provisions of the Agreement which they modify or amend are specifically identified
in this Work Order and are approved by County. This Work Order includes any attachments hereto. Any
capitalized terms not defined in this Work Order shall have the same meanings as used in the Agreement.
Changes to this Work Order will be processed in accordance with the change control process as outlined
in the Agreement.

All of the tasks, subtasks, Deliverables, goods, and other services required or requested by County below
are included as part of the Services. This Work Order provides a description of the nature of the work
required, but does not provide an exhaustive list of every task or subtask necessary for completion of this
Type 2 Work Order #CY7-001.

1. WORK ORDER NUMBER
CY7-001
2. EFFECTIVE DATE

This Work Order shall be effective December 24, 2019, once it is fully executed by authorized
representatives of both Parties.

3. PROJECT NAME
Data Center Ad Hoc Server Support

4. PROJECT SUMMARY

The County hereby requests that the Vendor assist the County by performing ad hoc server Services
projects.

5. BUSINESS CASE / BUSINESS OBJECTIVES SUPPORTED
Orange County Information Technology (“OCIT”) requires ad hoc -erver Services IT projects.

6. WORK ORDER TYPE

|X| Other Services only Work Order (for Work Orders that do not include base Services elements)
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[ ] Other Services and base Services combination Work Order (for Work Orders that include both Other
Services and base Services elements)

As to Other Services and base services combination Work Orders, provide a description of each of
the Other Services and base Services components of this Work Order:
N/A
6.1. Staffing Resource Order

[] staffing Resource Order Services. Notwithstanding any other provision of the Agreement, County

agrees that overtime, as required by applicable law, will be paid by County for Vendor Personnel
performing staff augmentation Services, only upon prior written approval by County to Vendor for
overtime eligible Services to be performed by Vendor Personnel.

Resource Title

Name

Contact Information

Responsibilities

Location of Services
Performance

7.

COUNTY SPONSOR, ORIGINATING SERVICE REQUEST, AND COUNTY BUDGET INFO

County Sponsor

KC Roestenberg, Chief Information Officer

Service Request Number

WO #11

County Budget Info

Various. Depends on the department that submitted the request.

8. VENDOR ROLES AND RESPONSIBILITIES
Resource Title Name Contact Information Responsibilities
Program Manager Don Perrier Donald.Perrier@saic.com Program Management
Data Center Director Dave Snyder david.snyder@ocitcs.oc.gov. Project Oversight
PMO Manager Ben Page benjamin.c.page@saic.com PMO
Project Manager Tim Taylor timothy.taylor@ocitcs.oc.gov Project Management

Project Manager

Edna Suffredini

Edna.Suffredini@ocitcs.oc.gov.

Project Management

System Administrator/

. Various Various System Administration
Operator, Senior
System Administrator/ ) . o .

. Various Various System Administration
Operator, Junior
Systems Engineer Bill Clements bill.clements@ocitcs.oc.gov Systems Engineering
Storage Management Osman I el =TT Storage Management
Engineer Mohammed 05Man.MoNaMMEE -oCIiLs.0C.80V Engineering
Database Administrator | Alex Arkof alex.arkof@ocitcs.oc.gov Database Administration

Database Administrator

Dennis Madrid

dennis.madrid@ocitcs.oc.gov

Database Administration

Database Administrator

Edwin Gabor

edwin.gabor@ocitcs.oc.gov

Database Administration

Systems Engineer

Mike Solomon

mike.solomon@ocitcs.oc.gov

System Engineering
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Resource Title Name Contact Information Responsibilities

Security Systems Digital Discovery &

T8D T8D

Engineer Forensic Analysis
9. PROJECT SCHEDULE & SERVICES
9.1. Schedule
No. Task Start Date | End Date Duration

1. Prowde-ystem Administrator/Operator staff 2/3/2020 | 6/30/2027 Approx. 7 years
support and 5 months

Approx. 7 years
and 5 months
Approx. 7 years
and 5 months
Approx. 7 years
and 5 months
Approx. 7 years

2. | provide Secu rity Systems Engineering staff support 2/3/2020 | 6/30/2027

3. | Provide Database Administrator staff support 2/3/2020 | 6/30/2027

4. | provide Storage Management Engineering staff support | 2/3/2020 | 6/30/2027

5. o A
Provide Project Management staff support 2/3/2020 | 6/30/2027 and 5 months
6. . . . Approx. 7 years
Provide Technical Architect staff support 2/3/2020 | 6/30/2027 and 5 months
7. Provide Digital Discovery and Forensic Analysis Services 7/1/2026 | 6/30/2027 1 year

9.2. Services

Upon Vendor’s receipt of a Service Request from County for a Service(s) described below, the Vendor will,
on an hourly time and materials (“T&M”) basis:

9.2.1 CountyeDiscovery, Human Resources Investigations and California Public Records Act Requests:

Perform eDiscovery, Human Resources (“HR”) investigations and California Public Records Act
(“PRA”) requests for the email environments and file servers, endpoints, and all |
storage locations (e.g., ] E5E6E6ENNGGEB-no BB s directed and approved by the County Chief
Information Security Officer or his/her designee.

9.2.1.1 As to the eDiscovery Services, the County Chief Information Security Officer (“CISO")
and/or their designee may identify to Vendor, following the established eDiscovery
process, matters considered by County to be a “Significant eDiscovery Matter” where,
prior to the start of each Significant eDiscovery Matter: (1) the County shall provide
Vendor with one County defined billing account code that includes a unique title
designated by the County for each Significant eDiscovery Matter; and (2) Vendor shall
invoice the County for all Vendor billable labor for each Significant eDiscovery Matter. As
part of each monthly invoice Vendor submits to County for all the above Services
described in this Section 9.1.1, said invoice shall track for each Significant eDiscovery
Matter:
9.2.1.1.1 The quantities of hours and dollars of all billable Services performed on each
Significant eDiscovery Matter;
9.2.1.1.2 The name and applicable labor category of each Vendor employee who
performed such Significant eDiscovery Matter Services; and
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9.2.2

9.23

9.24
9.25

9.2.6

9.2.7

9.2.8

9.2.9

ATTACHMENT D

9.2.1.1.3 The hourly rate for each Vendor employee who performed such Significant
eDiscovery Matter Services.
9.2.1.2 The Parties agree that notwithstanding any other provision of this Work Order, Services
performed by Vendor under this Work Order may be performed using, in Vendor’s
reasonable discretion, and with County’s written approval, any then currently authorized
Labor Category(s) agreed to in this Work Order, including junior and senior levels of such
Labor Category(s).

Provide support for the County’s I scrver services end of life (“EOL”) refresh project to
upgrade -server services environments that have reached EOL.

Provide support to the County with its migration from _ on premise to

Provide IT onboarding support for the annual changes in the County’s Grand Jury panel.

Provide support for the upgrade or design changes of the County’s enterprise OnBase
environment.

Provide ad hoc -server services projects as directed and authorized by the County, other
than the Services described in Section 9.1.2 above.

Services Process:

The process for County to receive any of the above ad hoc Services is as follows:

9.2.7.1 The County will submit a Service Request to Vendor with the requirements for ad hoc
Services.

9.2.7.2 Vendor will provide a Time and Materials hourly estimate and a proposed estimated
schedule to perform such Services.

9.2.7.3 As evidence of County’s authorization for Vendor to perform such Services at the
estimated price and schedule, the County will provide the billing account code (“BAC”)
code for authorization for the requested Services.

9.2.7.4 Vendor will create a unique charge number specific to the BAC code for time charging.

9.2.7.5 Vendor will update the project ticket and provide updates to the County as to the status
and progress of the Services for each County authorized Service Request.

Provide one-time Services to transition workloads and put data under protection for John Wayne
Airport (“JWA”):

9.2.8.1 Network and security enablement E2E.

9.2.8.2 Service enablement and construct for JWA workloads.

9.2.8.3 Validation of Service enablement and communications to and from JWA workloads.
9.2.8.4 Coordination with OCIT for ||| d required interfaces.

9.2.8.5 Creation of backup policies, jobs and schedules.

Initial ingestion of JWA workloads to| || | o subsequent replication to I
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9.2.10 Perform SQL patching Services on approximately seventy-five (75) Probation non-production
databases no more than three (3) times per year.

9.2.11 Provide digital discovery and forensic analysis Services as follows:

9.2.11.1

9.2.11.2

9.2.11.3

9.2.11.4

9.2.11.5

COUNTY OF ORANGE

Perform the following initial County Department contact and evidence intake

Services:

9.2.11.1.1

9.2.11.1.2
9.2111.3

9.211.1.4

Communicate with the requesting department to gather case details
and confirm scope of work.

Collect physical hard drives, mobile devices, or other digital media.

Have client or department representative complete and sign the Chain
of Custody (“COC”) form.

Log evidence into the County approved tracking system and assign
appropriate case number.

Perform the following evidence handling and preparation Services:

9.211.2.1

9.2.11.2.2
9.2.11.23
9.211.2.4

Store evidence in the forensics evidence room following established
OCIT protocols.

Inspect and document the condition of devices.
Prepare write blockers and workstation for device imaging.

Confirm proper power-up procedures for fragile or legacy systems.

Perform the following forensic imaging Services:

9.2113.1

9.2.11.3.2
9.2.1133

Perform forensic image acquisition on any acquired device using
industry-standard tools.

Document imaging process, device serial numbers, and hash results.

Store original evidence and work solely from forensic copies.

Perform the following forensic examination Services:

9.2114.1
9.2.114.2

9.2.1143

9.2114.4

Load images into analysis platforms.

Conduct keyword searches, timeline analysis, file system reviews, and
artifact extractions.

Examine deleted files, registry entries, logs, browser activity, and
communication data.

Identify relevant evidence, including but not limited to, documents,
media files, or user activity artifacts.

Provide the following mobile device analysis Services:

9.2.115.1
9.2.11.5.2

Acquire file system, logical, or physical extractions.
Parse data through mobile forensic analysis software.
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9.2.11.5.3 Extract Short Message Service (“SMS”), app data, location information,
call logs, and other artifacts.

9.2.11.6 Provide the following Documentation and reporting Services:
9.2.11.6.1 Maintain all existing documentation.
9.2.11.6.2 Compile findings into a clear, concise forensic report as requested by
OCIT.
9.2.11.6.3 Attach relevant screenshots, logs, and hash verification details.
9.2.11.7 Perform the following case review and communication Services
9.2.11.7.1 Communicate interim or final findings with OCIT.
9.2.11.7.2 Provide guidance on digital evidence interpretation.
9.2.11.8 Perform the following program support and maintenance Services:
9.2.11.8.1 Maintain the Forensic Recovery of Evidence Device (“FRED”)
workstation, including routine hardware checks, operating system
(“0S”) upkeep, and ensuring all forensic tools are updated to current
versions.
9.2.11.8.2 Maintain forensic hardware and software updates, licensing, and
testing.
9.2.11.8.3 Develop or refine internal procedures and documentation.
9.2.11.9 Provide the following Network Attached Storage (“NAS”) support, control, and file
structure management Services:
9.2.11.9.1 Monitor NAS health, storage capacity, and system alerts.
9.2.11.9.2 Maintain and enforce standardized folder structures for case data and
long-term evidence storage.
9.2.11.9.3 Perform routine checks to ensure data integrity and proper replications
and backups.
9.2.11.9.4 Clean up deprecated or closed-case data according to retention policies.
9.2.11.9.5 Coordinate firmware updates, patching, and performance optimization.
9.2.11.10 Provide the following cybersecurity forensics support Services:
9.2.11.10.1 Provide support and counsel for the day-to-day tasks and provide status
updates to the County forensics manager.
9.2.11.10.2 Coordinate and execute any additional objectives as directed by the
County forensics manager.
9.2.11.11  Any other activities, reasonably related to the foregoing forensic analysis Services,
as assigned by the County.
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9.3. Training

N/A

9.4. Software
N/A

9.5. Equipment and Other Assets
N/A

9.6. Risks and Risk Mitigation

Mitigation Strategy /

No. | Potential Risk
o otential Ris Contingency Plan

Probability of Risk (%) | Consequence Amount at Risk

1. N/A

10. PRICING SUMS

PRICING SUMS
Maximum Project Fees 55,429,621
Key Milestone Fees N/A

11. ACCEPTANCE

Subsections 11.1 through 11.4 are not applicable as agreed to in Section 15.

11.1. Acceptance Criteria
The Acceptance Criteria shall be as described in Section 14 (Deliverables) below as to each Deliverable
under this Work Order and pursuant to the terms of the Agreement.

11.2. Acceptance Testing
Unless explicitly provided in this Work Order, the Acceptance Tests shall be as described in this Work
Order and otherwise defined in the Agreement.

11.3. Final Acceptance

Final Acceptance by the County shall be as defined in Section 8.3 of the Agreement.

11.4. Final Acceptance Sign-Off Procedure
N/A

12. PROJECT REPORTS
Provide the following Reports:

e Weekly Project status reports — project reporting to be provided through the bi-weekly Projects
ORT meeting.

e Project kickoff event summary report — N/A

COUNTY OF ORANGE PAGE 8 OF 14 PAGES AMENDMENT #10 TO AMENDED AND RESTATED
SCIENCE APPLICATIONS INTERNATIONAL CORPORATION {SAIC) Type 2 WORK ORDER #CY7-001
DATA CENTER AD HOC SERVER SUPPORT



Docusign Envelope ID: 629B539E-8827-8A5A-82A7-C12616145D4F

13.

13.1.1.

13.1.2.

13.1.3.

13.14.

13.1.5.

ATTACHMENT D

Project close-out cost and key learning report — NA

As needed written reports as may be reasonably requested by County to monitor the status of
the Services under this Work Order

Other (provide description):
N/A

ADDITIONAL REQUIREMENTS

13.1. Assumptions

The Services to be provided under this Work Order on an ad hoc basis, are Services defined
as support of department infrastructure and applicable software that is not covered by an in-
scope Service / resource unit (“RU”) already delineated in the Agreement.

The County is responsible for providing, at its sole expense, all equipment to be used for
storage (e.g., hard drives, USB drives, network attached storage, etc.) needed for Vendor to
perform the Services.

All Services, except as otherwise agreed to in an authorized Service Request and/or Section 9
herein, will be managed by Vendor.

13.1.3.1. Vendor will have access to the relevant_(“-’) servers,
[ HEd o OCPW, CSS, OCCR, PROB and OCWR.

13.1.3.2.  Vendor will be assigned the following roles for || l2ccounts in the

above- service environments:

Role Allows

Discovery Management

Mailbox Import Export

MaiI_Recipient Creation

Retention Management

13.1.3.3. The current process used for e-Discovery, HR Investigations and PRAs will follow
the existing Vendor process. OCIT Security personnel will engage directly with
Vendor’s CISO for coordination and management of tasks originating from this
scope.

Vendor Personnel performing Services identified in Section 9.2.11 above shall only use a
County issued device(s) to perform said Services.

Vendor shall ensure that all Vendor Personnel assigned to perform Services under this Work
Order have successfully completed and passed the Department’s required background check
prior to commencing Services.

[Remainder of page intentionally blank]
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14. DELIVERABLES
DELIVERABLES
No. Deliverable Name Deliverable Date Acceptance Criteria
1. | N/A N/A N/A
15. MILESTONES
MILESTONES
Key 3 Key Milestone Key Milestone Key Milestone Monthly Key
No. Milestone Name Milestone? Ml:;.:::ne D:I‘i‘\:lI:;ic:es Allocation Allocation i::il:‘a:: Scheduled Duration Milestone
(Y/N) (Percentage) (Dollars) (Months) Payment*
Provide Services There are no
1. | described in Section 9 N/A N/A = None N/A N/A N/A 89 monthly Milestone
of this Work Order. payments.

* As this is a T&M staff augmentation Work Order the Parties agree that, notwithstanding any other provision of this Work Order and the Agreement, there are no Milestones
and no Key Milestones and Vendor shall only be paid each month for the invoiced actual hour(s) of staff augmentation Services performed by Vendor Personnel billed pursuant
to the Option 2 — Time and Materials provisions of Section 16.1 of this Work Order. It is also agreed that notwithstanding any other provisions of the Agreement and consistent
with Section 7.4 of the Agreement, including Section 4.1 of Schedule 4, the provision of such hourly Services is the Deliverable, which is not subject to Fee Reductions, Acceptance
Criteria and Final Acceptance. However, the Agreement requires that such hourly Services shall be performed pursuant to Section 21.1.2 (Service Delivery) of the Agreement

16. KEY MILESTONES PAYMENTS TABLE

N/A
[Remainder of page intentionally blank]
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17. INVOICING

17.1. Fees
[Option 1 ~ Fixed Fee]

The total Fees to be paid by County to Vendor for the Deliverables and other Services to be provided by
Supplier pursuant to this Work Order shall be $ (the “Fixed Fee Fees”). For the avoidance of doubt,
Vendor agrees that this is a Fixed Fee arrangement in which Supplier, subject to the other limitations in
this Work Order and the Agreement, will provide all services necessary to provide the Services described in
this Work Order for the Fixed Fee specified herein, regardless of the actual number of hours required or
actually worked by Vendor to provide such Services.

Vendor shall specify the percentage and dollar allocations of the Fixed Fee Fees and estimated hours for
each Critical Milestone.

Milestone Est. Rate Est. Hours Est. Proportion  Est. Total

ve......___.______________|

Est. Total Labor

Fixed Fee Fees

Option 2 - Time and Materials

County will be billed on an hourly basis pursuant to the rates and approved pricing set forth in Appendix
3.1 to Schedule 3 based upon the actual hours worked by Vendor Personnel to provide the Services and
in accordance with the payment schedule provided below or attached. Vendor estimates that the Fees
for all Time and Materials to complete the Services under this Work Order are $5,429,621The foregoing
represents Vendor’s best, good faith estimate of the Fees required to perform the Services described in
this Work Order. In the event it is anticipated that the estimate set forth above will be exceeded, Vendor
will provide written notice to County and obtain County’s written approval in advance of incurring such
excess cost. County has no obligation with respect to any amounts (1) invoiced by Vendor for work
rendered in excess of the above estimate prior to the County’s written approval of additional Fees in
excess of Vendor’'s estimate, or (2) in excess of the Maximum Project Charges.

Vendor shall specify the estimated allocations for the Time and Materials estimate and estimated hours
for each Vendor Resource Title.

Milestone Level Location Rate Est. Hours Est. Proportion Est. Total

: Milestone 1 - Provide Services described in Section 9 of this Work Order
1. f‘)y:;‘::t‘; f(dcr;';"gtcrsg A e : Ci’:;':er) $123 10,998 N/A | $1,352,754
2. (Sg;"gggtems Engineer | | . < i?;i:er) o127 - o P
3. (Pcr:(’;eg g’\';;’age' Senior | Ci't’zi:er) $190 850 N/A | $161,500
a. gy::;:; r’:‘(dc';‘;”;tcrs;g;/ Senior | Cgt’j::er) $127 8,354 N/A | $1,060,958
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Project Manager . Onsite
5. (CY9 & CV10) Senior (Customer) $196 658 N/A | $128,968
S Onsite
6. | Administrator/Operator Junior . $101 474 N/A $47,874
(CY9 & CY10)
Systems Administrator/ . Onsite
7. Operator (CY11 & CY12) Senior (Customer) $131 10,000 N/A | $1,310,000
Systems Administrator/ . Onsite
s Operator (CY11 & CY12) — (Customer) 2l 0 W22 =
Project Manager . Onsite
9. (CY11 & CY12) Senior (Customer) $202 920 N/A | $185,840
Database Administrators . Onsite
10. (CY11 & CY12) Senior (Customer) $157 120 N/A $18,840
. . Onsite
11. | System Engineer (CY13) Senior (Customer) $180 200 N/A | $36,000
Systems Administrator/ . Onsite
12. Operator (CY13) Senior (Customer) $135 4,600 N/A | $621,000
Systems Administrator/ , Onsite
13. Operator (CY13) Junior (Customer) $107 200 N/A $21,400
Project Manager . Onsite
4. 208 104
1 (Cv13) Senior (Customer) $20 500 N/A | $104,000
Database Administrators . Onsite
15. (cv13) Senior (Customer) $162 60 N/A $9,720
Security Systems Engineer . Onsite
16. (CY13) Senior (Customer) $159 2,000 N/A | $318,000
Milestone 1 Totals 40,385 N/A | $5,429,621
Est. Total Labor 40,385 N/A | $5,429,621
Fixed Fee Fees N/A N/A N/A

[Option 3 — Pass Through Plus Mark-Up)

County will be billed on a pass through plus Mark-Up basis, pursuant to Section 3.1.7. of Schedule 3, for
third party goods and services acquired on behalf of County by Vendor. Vendor estimates that the Fees for
all pass through plus mark-up Deliverables are collectively $ . The foregoing represents Vendor’s
best, good faith estimate of the Fees required to perform the Services described in this Work Order. In the
event it is anticipated that the estimate set forth above will be exceeded, Vendor will provide written notice
to County and obtain County’s Approval in advance of incurring such excess cost. County has no obligation
with respect to any amounts invoiced by Vendor for work rendered in excess of the above estimate prior
to the County’s Approval of additional Fees in excess of Vendor’s estimate.

Vendor shall specify the percentage and dollar allocations for the pass through plus mark-up Fees by line
item as provided in the sample below. Vendor’s hourly rates must be consistent with rates set forth under
Appendix 3.1 to Schedule 3.

Pass Through  Pass Through  Total Including

e i Quastiy Cost (Each) Cost (Total) Mark-Up (7%)

I 7 R R
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Pass Through  Pass Through  Total Including
Cost (Each) Cost (Total) Mark-Up (7%)

Line Item Quantity

Total Pass Through Plus Mark-Up Fees

17.2. Invoices
Invoices will be sent to County in accordance with the invoicing Requirements described in Section 11.3
of the Agreement.

17.3. Pass Through Expenses

None

18. ATTACHMENTS
N/A

19. CHANGES

No changes to a Type 1 Work Order shall be effective without prior County Approval. Any change in price
to a Type 1 Work Order that increases the price of a Type 1 Work Order to an amount greater than the
then current County Contract Policy Manual §3.3-102(1)(a) will require written Approval from the
County’s Board.

No changes to a Type 2 Work Order shall be effective without prior County Approval. Any increase in price
to a Type 2 Work Order will require written Approval from the County’s Board.

20. VENDOR PERSONNEL COSTS

Pursuant to Schedule 3, there shall be no Fees to County under this Work Order for any entertainment,
vacation, sick time, holidays, paid time off, or other similar costs or expenses in connection with the
Vendor Personnel.

21. TERMINATION

Pursuant to Section 14.2 (Termination by the County for Convenience) of the Agreement, County may
terminate this Work Order for convenience upon providing Supplier with three (3) Business Days prior
written notice. Upon any such termination of this Work Order, County’s sole liability shall be the payment
of any undisputed Charges incurred through the effective date of termination. For the avoidance of doubt,
there shall be no termination fee for County’s termination of this Work Order pursuant to Section 14.2
(Termination by the County for Convenience) of the Agreement.

[Signatures provided on the following page]
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Docusign Envelope ID: 629B539E-8827-8A5A-82A7-C12616145D4F
ATTACHMENT D

IN WITNESS WHEREOF, the undersigned have caused this Amendment #10 to be duly executed and
effective as of the Effective Date.

Science Aprl?m International Corporation County of Orange

Signature: FETrreETeT Signature:
Authorized Representative Authorized Representative
Name: Kellam White Name: KC Roestenberg
Title: Manager, Contracts and Subcontracts Title: Chief Information Officer
Date: L Date:
APPROVED AS TO FORM
COUNTY COUNSEL

(Do, o

EAGAECO3E

David Obrand, Deputy County Counsel
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